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With the dramatic increase in cyberspace incidents and perceptions about the high cost of security readiness
and survivability, there is a need for a method to reason about and compute security return on investment
(ROI). This article describes several such methods.

Overview
Security return on investment (ROI) has been difficult to calculate successfully. In the absence of actual
data on the number of incidents, organizations are often forced to make estimates. Also, the impact of an
individual incident can be difficult to assess. In spite of those drawbacks, a common industry security ROI
method would deliver several benefits, including the following:

• The contributors to security readiness, the costs to achieve security readiness, and the costs to recover
from cyberspace incidents can be better understood.

• The enterprise can reason about its security investment decision with increased precision.

• The public-private collaboration discussion on who is responsible for paying for security can be better
informed.

• The relationship between levels of security readiness and recovery costs can contribute to the actuarial
basis for underwriting cyberspace insurance.

• The state of security readiness for the nation's critical infrastructure dependent on software can be better
assessed.

In this article, we describe several ways to compute security ROI. The ROI that we discuss is based on the
aggregated security infrastructure. Further work is needed to calculate the ROI associated with adding a
single security mechanism. Other methods for calculating ROI exist in the literature as well; see for instance

Estimating Benefits from Investing in Secure Software Development [Arora 054] and “Measuring the Risk

Based Value of IT Security Solutions" [Arora 045].

Expressing Security Return on Investment
Security ROI is savings divided by cost. Reasoning about ROI, then, is assisted by evaluating the expression
[ROI: = Savings/Cost] where

• Savings is cost avoidance resulting from resistance, recognition, and reconstitution efforts.

• Cost includes preparation and incident cost. Incident cost is cleanup, lost opportunity, and critical
infrastructure impact.

Methods for computing security ROI are needed to answer questions important to the security investment
decision, such as the following:

• If the expected number of incidents is low, will the security readiness investment be recouped?

• For a higher number of cyber attack incidents, what are the minimum factors needed to fully recoup
security investment?

• Is there an equitable scheme for sharing security readiness costs among the project, the enterprise, and
the government?
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• What are the guidelines for public-private collaboration and cost sharing?

There are methods for computing savings and cost. The values used in the expressions for these methods
must be realistic, accurate, and tailored to the enterprise operation. Consider the following methods:

ROI #1
Savings: = (Resistance Savings + Recognition Savings + Reconstitution Savings)
Cost: = (Total Preparation + Total Cleanup + Total Lost Opportunity + Total Critical Infrastructure Impact)

ROI #2
Savings: = (Full Cost Incurred # Cost with Avoidance)
Cost: = (Preparation + Cost with Avoidance)

ROI #3
Savings: = (Full Cost Incurred)
Cost: = (Preparation + Cost with Avoidance)

Definition of Terms Common to ROI # 1, ROI #2, and ROI #3
Defining the terms common to all three of these security ROI expressions, fully delineates them for each one
(i.e., for ROI #1, ROI #2, and ROI #3).

Cost: = (Total Preparation + Total Cleanup + Total Lost Opportunity + Total Critical Infrastructure Impact)

Where:
Incidents: = Expected number of incidents
IR1: Number of expected incidents successfully resisted
IR2: Number of expected incidents successfully recognized
IR3: Number of expected incidents successfully survived
IR4: Number of expected incidents undetected (duds) except for a forensic trace

Preparation
Step 1: = Awareness & Commitment [number of days * number of participants * cost per day]
Step 2: = Basic Practices Training [number of days * number of participants * cost per day]
Step 3: = Resistance and Recognition implementation costs
Step 4: = Reconstitution implementation costs
Step 5: = Information disclosure control costs
Total Preparation: = (Step1 + Step2 + Step3 + Step4 + Step5)

Cleanup per Incident
Cleanup1: = Cost/incident for incidents successfully resisted
Cleanup2: = Cost/incident for incidents successfully recognized
Cleanup3: = Cost/incident for incidents successfully survived
Cleanup4: = Cost/incident for incidents undetected (duds) except for a forensic trace
Total Cleanup: = (IR1 * Cleanup1) + (IR2 * Cleanup2) + (IR3 * Cleanup3) + (IR4 * Cleanup4)

Lost Opportunity per Incident
Lost Opportunity1: = number of days * lost opportunity cost/day for incidents successfully resisted
Lost Opportunity2: = number of days * lost opportunity cost/day for incidents successfully recognized
Lost Opportunity3: = number of days * lost opportunity cost/day for incidents successfully survived
Total Lost Opportunity: = (IR1 * Lost Opportunity1) + (IR2 * Lost Opportunity2) + (IR3 * Lost
Opportunity3)

Critical Infrastructure Impact per Incident
Critical Infrastructure Impact1: = number of days * lost opportunity cost/day for incidents successfully
resisted
Critical Infrastructure Impact2: = number of days * lost opportunity cost/day for incidents successfully
recognized
Critical Infrastructure Impact3: = number of days * lost opportunity cost/day for incidents successfully
survived
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Total Critical Infrastructure Impact: = (IR1 * Critical Infrastructure Impact1) + (IR2 * Critical Infrastructure
Impact2) + (IR3 * Critical Infrastructure Impact3)

Definition of Terms Specific to the Expression ROI # 1
Savings: = (Resistance Savings + Recognition Savings + Reconstitution Savings)

Resistance Savings
SR1: = IR1 * (Cleanup1 + Lost Opportunity1 + Critical Infrastructure Impact1)

Recognition Savings
SR2: = IR2 * (Cleanup2 + Lost Opportunity2 + Critical Infrastructure Impact2)

Reconstitution Savings
SR3: = IR3 * (Cleanup3 + Lost Opportunity3 + Critical Infrastructure Impact3)

Dud Costs
SR4: = IR4 * (Cleanup4)

Definition of Terms Specific to the Expressions ROI #2 and ROI # 3
Incidents Impacting: = Expected number of incidents not handled
IN3: Number of expected incidents not successfully survived
IN4: Number of expected incidents undetected (duds) except for a forensic trace
Full Cost Incurred: = (Full Cleanup + Full Lost Opportunity + Full Critical Infrastructure)
Cost with Avoidance: = (Reduced Cleanup + Reduced Lost Opportunity + Reduced Critical Infrastructure)

Computing the Terms in Security ROI Expressions
Based on initializing the security ROI model, we can compute the terms in security ROI expressions and
prepare examples of ROI #1, ROI #2, and ROI #3.

Initializing the Security ROI Model
The number of expected incidents is set at 100, allocated as follows:

• Resistance  60

• Recognition  30

• Reconstitution   5

• Duds 5

The number of expected incidents impacting is set at 100, allocated as follows:

• Resistance  0

• Recognition  0

• Reconstitution  50

• Duds 50

Readiness preparation effort occurs in five steps as follows:

1. Step 1: Awareness & Commitment [number of days * number of participants * cost per day] = [3 * 50 *
500] = $75,000

2. Step 2: Basic Practices Training [number of days * number of participants * cost per day] = [5 * 25 *
600] = $75,000

3. Step 3: = Resistance and Recognition implementation costs $250,000

4. Step 4: = Reconstitution implementation costs $500,000

5. tep 5: = Information disclosure control costs $50,000
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Cleanup costs, a function of incident types, are distinguished by resistance, recognition, and reconstitution as
follows:

• Resistance: $2,500 per incident

• Recognition: $25,000 per incident

• Reconstitution: $250,000 per incident

• Dud: $250 per incident

Lost opportunity costs per incident are a function of incident type. They are distinguished by resistance,
recognition, and reconstitution as follows:

• Resistance: [number of days * lost opportunity cost/day for incidents successfully survived] = [0.1 *
100000] = $10,000 

• Recognition: [number of days * lost opportunity cost/day for incidents successfully survived] = [0.2 *
100000] = $20,000

• Reconstitution: [number of days * lost opportunity cost/day for incidents successfully survived] = [5 *
100000] = $500,000

Critical infrastructure costs per incident are associated with the number of days system services are
unavailable as follows:

• Reconstitution: [number of days * lost opportunity cost/day for incidents successfully resisted] = [5 *
$1000000] = $5,000,000

Examples of Calculations for ROI#1, ROI#2, and ROI#3
In this section, we provide brief examples of the calculations for ROI #1, ROI #2, and ROI #3. Complete

examples for ROI #1, ROI #2, and ROI #3 can be found in the Appendix6.

As noted in other BSI business case articles, there is very little actual public ROI data. An exception is the

return on security investment work performed by the Hoover project [Soo Hoo 017]. Owing to the dearth of
actual data, this analysis is based on example numbers of incidents (as listed in the section on initializing our
model). It is our hope that BSI readers will try a variety of techniques to compute security ROI, so that the
various approaches presented can be validated in the future.

Example Calculation for ROI #1
Savings: = (Resistance Savings + Recognition Savings + Reconstitution Savings)
Cost: = (Total Preparation + Total Cleanup + Total Lost Opportunity + Total Critical Infrastructure Impact)
Savings: = 750,000 + 1,350,000 + 28,750,000) = 30,850,000
Cost: = (950,000 + 2,151,250 + 3,700,000 + 25,000,000) = 31,801,250
ROI: = Savings/Cost
ROI: = 30,850,000/31,801,250
ROI: = 0.97008765379

Example: ROI #2
Savings: = (Full Cost Incurred # Cost with Avoidance)
Cost: = (Total Preparation + Cost with Avoidance)
Savings: = (Full Cost Incurred – Cost with Avoidance)
Savings: = 287,512,500 # 30,851,250 = 256,661,250
Cost: = (Total Preparation + Cost with Avoidance)
Cost: = 950,000 + 30,851,250 = 31,801,250
ROI: = Savings/Cost
ROI: = 256,661,250/31,801,250
ROI: = 8.0707912425

6. #dsy677-BSI_Appendix
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Example: ROI #3
Savings: = (Full Cost Incurred)
Cost: = (Total Preparation + Cost with Avoidance)
Savings: = (Full Cost Incurred)
Savings: = 287,512,500
Cost: = (Total Preparation + Cost with Avoidance)
Cost: = 950,000 + 30,851,250 = 31,801,250
ROI: = Savings/Cost
ROI: = 287,512,500/31,801,250
ROI: = 9.0409182029

Analyzing Security Return on Investment Results
Populating the terms of the security ROI expressions and analyzing the results uncover the behaviors of the
drivers of security cost and savings. The computation of the security ROI suggests that the investment costs

in readiness preparation produce only a marginal impact on security ROI (Figure 18).

To evaluate security ROI expressions for your enterprise, visit the Security Return on Investment Interactive

Worksheet tool9 [O’Neill 0610].

Figure 1: Computing security ROI: analysis findings

The critical infrastructure impact is the dominant term in the security ROI expression; it is reflected in Figure

113 under the headings “W/O Critical Infra” and “W/O Critical and Lost.” The lost opportunity is the second

most dominant term in computing security ROI; it is reflected in  Figure 114 under the headings “W/O Lost
Opportunity” and “W/O Critical and Lost.” For analysis purposes, each security ROI method is computed
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fully populated for all terms. Then each dominant term is excluded, and finally both dominant terms are
excluded.

Analysis findings lead to the following conclusions:

• An organization expecting to experience a very low number of cyber attack incidents (10) may not
recoup its security readiness investment unless both lost opportunity and critical infrastructure cost
avoidance are included.

• An organization expecting to experience at least a low to moderate number of cyber attack incidents (50
or more) should expect to recoup its security readiness investment cost even if either lost opportunity or
critical infrastructure cost avoidance is excluded.

• An organization expecting to experience a high number of cyber attack incidents (100 or more) should
expect to recoup its security readiness investment cost through cleanup even if both lost opportunity and
critical infrastructure cost avoidance are excluded.

Note that the estimated number of cyber attack incidents is very conservative and for illustration only. In
reality, any organization with an Internet presence is likely to see more than 100 incidents. In a broader
conclusion, the analysis suggests the recommendation that the cost burden for cleanup impact falls on the
project, lost opportunity impact falls on the enterprise, and the cost burden for critical infrastructure impact

falls on the government perhaps through insurance mechanisms (Figure 215).

Figure 2: Security investment impact

Terminology

Survivability
Survivability spans the resistance to cyber attack, the recognition of a cyber attack, and the reconstitution of
enterprise software operations following a cyber threat or cyber attack. The Software Engineering Institute
(SEI) defines survivability “as the capability of a system to fulfill its mission, in a timely manner, in the
presence of attacks, failures, or accidents.” The SEI identifies the key properties of survivable systems
as resistance to attacks, recognition of attacks and the extent of damage, recovery of full and essential

service after attack, and adaptation and evolution to reduce effectiveness of future attacks [Ellison 9718].
Survivability is achieved through the right blend of function, form, and fit. Software practices that result in
highly secure and survivable software products may benefit security at the expense of competitiveness.

The survivability indicators are

• resistance (centers around improving the software infrastructure)

• recognition (revolves around sharing information on threats)

• reconstitution (centers around ensuring continuous operations, switching over, and restarting critical
operations)

Appendix: Worked ROI Examples

A Worked Example: ROI #1
Savings: = (Resistance Savings + Recognition Savings + Reconstitution Savings)

15. #dsy677-BSI_figure2
18. #dsy677-BSI_ellison97

#dsy677-BSI_figure2
#dsy677-BSI_ellison97
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Cost: = (Total Preparation + Total Cleanup + Total Lost Opportunity + Total Critical Infrastructure Impact)

Where:

Incidents: = 100 [Expected number of incidents]
IR1: Number of expected incidents successfully resisted = 60
IR2: Number of expected incidents successfully recognized = 30
IR3: Number of expected incidents successfully survived = 5
IR4: Number of expected incidents undetected (duds) except for a forensic trace = 5

Resistance Savings
SR1: = IR1 * (Cleanup1 + Lost Opportunity1 + Critical Infrastructure Impact1)
SR1: = 60 * (2,500 + 10,000 + 0) = 750,000

Recognition Savings
SR2: = IR2 * (Cleanup2 + Lost Opportunity2 + Critical Infrastructure Impact2)
SR2: = 30 * (25,000 + 20,000 + 0) = 1,350,000

Reconstitution Savings
SR3: = IR3 * (Cleanup3 + Lost Opportunity3 + Critical Infrastructure Impact3)
SR3: = 5 * (250,000 + 500,000 +5,000,000) = 28,750,000

Dud Costs
SR4: = IR4 * (Cleanup4)
SR4: = 5 * (250) = 1,250

Preparation
Step 1: = 75,000 [3 days * 50 participants * $500/day]
Step 2: = 75,000 [5 days * 25 participants * $600/day]
Step 3: = 250,000 [Resistance and Recognition implementation costs]
Step 4: = 500,000 [Reconstitution implementation costs]
Step 5: = 50,000 [Information disclosure control costs]
Total Preparation: = (Step1 + Step2 + Step3 + Step4 + Step5)
Total Preparation: = (75,000 + 75,000+ 250,000 + 500,000 + 50,000)
Total Preparation: = 950,000

Cleanup Per Incident
Cleanup1: = [2,500/incident]
Cleanup2: = [25,000/incident]
Cleanup3: = [250,000/incident]
Cleanup4: = [250/incident]
Total Cleanup: = (IR1 * Cleanup1) + (IR2 * Cleanup2) + (IR3 * Cleanup3) + (IR4 * Cleanup4)
Total Cleanup: = (60 * 2,500) + (30 * 25,000) + (5* 250,000) + (5 * 250) = 150,000 + 750,000 + 1,250,000
+ 1,250
Total Cleanup: = 2,151,250

Lost Opportunity Per Incident
Lost Opportunity1:= 0.1 day * 10,000/day: = 10,000
Lost Opportunity2:= 0.2 days * 10,000/day: = 20,000
Lost Opportunity3:= 5 days * 100,000/day:= 500,000
Total Lost Opportunity: = (IR1 * Lost Opportunity1) + (IR2 * Lost Opportunity2) + (IR3 * Lost
Opportunity3)
Total Lost Opportunity: = (60 * 10,000) + (30 * 20,000) + (5 *500,000)
Total Opportunity: = 600,000 + 600,000 + 2,500,000
Total Lost Opportunity: = 3,700,000

Critical Infrastructure Impact Per Incident
Critical Infrastructure Impact1:= 0 * 1,000,000:= 0
Critical Infrastructure Impact2:= 0 * 1,000,000:= 0
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Critical Infrastructure Impact3:= 5 * 1,000,000:= 5,000,000
Total Critical Infrastructure Impact: = (60 * 0) + (30 * 0) + (5* 5,000,000): = 25,000,000
Savings: = (Resistance Savings + Recognition Savings + Reconstitution Savings)
Cost: = (Total Preparation + Total Cleanup + Total Lost Opportunity + Total Critical Infrastructure Impact)
Savings: = 750,000 + 1,350,000 + 28,750,000) = 30,850,000
Cost: = (950,000 + 2,151,250 + 3,700,000 + 25,000,000) = 31,801,250
ROI: = Savings/Cost
ROI: = 30,850,000/31,801,250
ROI: = 0.97008765379

A Worked Example: ROI #2
Savings: = (Full Cost Incurred # Cost with Avoidance)
Cost: = (Total Preparation + Cost with Avoidance)

Where:
Incidents: = Expected number of incidents
IR1: Number of expected incidents successfully resisted = 60
IR2: Number of expected incidents successfully recognized = 30
IR3: Number of expected incidents successfully survived = 5
IR4: Number of expected incidents undetected (duds) except for a forensic trace = 5
Incidents Impacting: = Expected number of incidents not handled
IN3: Number of expected incidents not successfully survived = 50
IN4: Number of expected incidents undetected (duds) except for a forensic trace = 50
Full Cost Incurred: = (Full Cleanup + Full Lost Opportunity + Full Critical Infrastructure) = (12,512,500 +
25,000,000 + 250,000,000) = 287,512,500
Cost with Avoidance: = (Reduced Cleanup + Reduced Lost Opportunity + Reduced Critical Infrastructure) =
(2,151,250 + 3,700,000 + 25,000,000) = 30,851,250

Preparation
Step 1: = 75,000 [3 days * 50 participants * $500/day]
Step 2: = 75,000 [5 days * 25 participants * $600/day]
Step 3: = 250,000 [Resistance and Recognition implementation costs]
Step 4: = 500,000 [Reconstitution implementation costs]
Step 5: = 50,000 [Information disclosure control costs]
Total Preparation: = (Step1 + Step2 + Step3 + Step4 + Step5)
Total Preparation: = (75,000 + 75,000+ 250,000 + 500,000 + 50,000)
Total Preparation: = 950,000

Cleanup Per Incident
Cleanup1: = Cost/incident for incidents successfully resisted = 2500
Cleanup2: = Cost/incident for incidents successfully recognized= 25,000
Cleanup3: = Cost/incident for incidents successfully survived = 250,000
Cleanup4: = Cost/incident for incidents undetected (duds) except for a forensic trace = 250
Total Cleanup: = (IR1 * Cleanup1) + (IR2 * Cleanup2) + (IR3 * Cleanup3) + (IR4 * Cleanup4)
Full Cleanup: = (IN3 * Cleanup3) + (IN4 * Cleanup4)
Full Cleanup: = 50 * 250,000 + 50 * 250 = 12,512,500
Reduced Cleanup: = (IR1 * Cleanup1) + (IR2 * Cleanup2) + (IR3 * Cleanup3) + (IR4 * Cleanup4)
Reduced Cleanup: = (60 * 2,500) + (30 * 25,000) + (5* 250,000) + (5 * 250) = 150,000 + 750,000 +
1,250,000 + 1,250 = 2,151,250

Lost Opportunity Per Incident
Lost Opportunity1: = number of days * lost opportunity cost/day for incidents successfully resisted = 0.1 *
100,000 = 10,000
Lost Opportunity2: = number of days * lost opportunity cost/day for incidents successfully recognized = 0.2
* 100,000 = 20,000
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Lost Opportunity3: = number of days * lost opportunity cost/day for incidents successfully survived = 5 *
100,000 = 500,000
Total Lost Opportunity: = (IR1 * Lost Opportunity1) + (IR2 * Lost Opportunity2) + (IR3 * Lost
Opportunity3)
Full Lost Opportunity: = (IN3 * Lost Opportunity3)
Full Lost Opportunity: = 50 * 500,000 = 25,000,000
Reduced Lost Opportunity: = (IR1 * Lost Opportunity1) + (IR2 * Lost Opportunity2) + (IR3 * Lost
Opportunity3)
Reduced Lost Opportunity: = (60 * 10,000) + (30 * 20,000) + (5 * 500,000) = 600,000 + 6,000,000 +
2,500,000 = 3,700,000

Critical Infrastructure Impact Per Incident
Critical Infrastructure Impact1: = number of days * lost opportunity cost/day for incidents successfully
resisted = 0 * 1,000,000 = 0
Critical Infrastructure Impact2: = number of days * lost opportunity cost/day for incidents successfully
recognized = 0 * 1,000,000 = 0
Critical Infrastructure Impact3: = number of days * lost opportunity cost/day for incidents successfully
survived = 5 * 1,000,000 = 5,000,000
Total Critical Infrastructure Impact: = (IR1 * Critical Infrastructure Impact1) + (IR2 * Critical Infrastructure
Impact2) + (IR3 * Critical Infrastructure Impact3)
Total Critical Infrastructure Impact: = (60 * 0) + (30 * 0) + (5* 5,000,000): = 25,000,000
Full Critical Infrastructure: = (IN1 * Critical Infrastructure Impact1) + (IN2 * Critical Infrastructure
Impact2) + (IN3 * Critical Infrastructure Impact3)
Full Critical Infrastructure: = (60 * 0) + (30 * 0) + (50 * 5,000,000) = 2,500,000,000
Reduced Critical Infrastructure: = (IR1 * Critical Infrastructure Impact1) + (IR2 * Critical Infrastructure
Impact2) + (IR3 * Critical Infrastructure Impact3)
Reduced Critical Infrastructure: = (60 * 0) + (30 * 0) + (5 * 5,000,000) = 25,000,000
Savings: = (Full Cost Incurred # Cost with Avoidance)
Cost: = (Total Preparation + Cost with Avoidance)
Savings: = (Full Cost Incurred # Cost with Avoidance) = 287,512,500 # 30,851,250 = 256,661,250
Cost: = (Total Preparation + Cost with Avoidance) = 950,000 + 30,851,250 = 31,801,250
ROI: = Savings/Cost
ROI: = 256,661,250/31,801,250
ROI: = 8.0707912425

A Worked Example: ROI #3
Savings: = (Full Cost Incurred)
Cost: = (Total Preparation + Cost with Avoidance)

Where:
Incidents: = Expected number of incidents
IR1: Number of expected incidents successfully resisted = 60
IR2: Number of expected incidents successfully recognized = 30
IR3: Number of expected incidents successfully survived = 5
IR4: Number of expected incidents undetected (duds) except for a forensic trace = 5
Incidents Impacting: = Expected number of incidents not handled
IN3: Number of expected incidents not successfully survived = 50
IN4: Number of expected incidents undetected (duds) except for a forensic trace = 50
Full Cost Incurred: = (Full Cleanup + Full Lost Opportunity + Full Critical Infrastructure) = (12,512,500 +
25,000,000 + 250,000,000) = 287,512,500
Cost with Avoidance: = (Reduced Cleanup + Reduced Lost Opportunity + Reduced Critical Infrastructure) =
(2,151,250 + 3,700,000 + 25,000,000) = 30,851,250

Preparation
Step 1: = 75,000 [3 days * 50 participants * $500/day]
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Step 2: = 75,000 [5 days * 25 participants * $600/day]
Step 3: = 250,000 [Resistance and Recognition implementation costs]
Step 4: = 500,000 [Reconstitution implementation costs]
Step 5: = 50,000 [Information disclosure control costs]
Total Preparation: = (Step1 + Step2 + Step3 + Step4 + Step5)
Total Preparation: = (75,000 + 75,000+ 250,000 + 500,000 + 50,000)
Total Preparation: = 950,000

Cleanup Per Incident
Cleanup1: = cost/incident for incidents successfully resisted = 2,500
Cleanup2: = cost/incident for incidents successfully recognized = 25,000
Cleanup3: = cost/incident for incidents successfully survived = 250,000
Cleanup4: = cost/incident for incidents undetected (duds) except for a forensic trace = 250
Total Cleanup: = (IR1 * Cleanup1) + (IR2 * Cleanup2) + (IR3 * Cleanup3) + (IR4 * Cleanup4)
Full Cleanup: = (IN3 * Cleanup3) + (IN4 * Cleanup4)
Full Cleanup: = 50 * 250,000 + 50 * 250 = 12,512,500
Reduced Cleanup: = (IR1 * Cleanup1) + (IR2 * Cleanup2) + (IR3 * Cleanup3) + (IR4 * Cleanup4)
Reduced Cleanup: = (60 * 2,500) + (30 * 25,000) + (5* 250,000) + (5 * 250) = 150,000 + 750,000 +
1,250,000 + 1,250 = 2,151,250

Lost Opportunity Per Incident
Lost Opportunity1: = number of days * lost opportunity cost/day for incidents successfully resisted = 0.1 *
100,000 = 10,000
Lost Opportunity2: = number of days * lost opportunity cost/day for incidents successfully recognized = 0.2
* 100,000 = 20,000
Lost Opportunity3: = number of days * lost opportunity cost/day for incidents successfully survived = 5 *
100,000 = 500,000
Total Lost Opportunity: = (IR1 * Lost Opportunity1) + (IR2 * Lost Opportunity2) + (IR3 * Lost
Opportunity3)
Full Lost Opportunity: = (IN3 * Lost Opportunity3)
Full Lost Opportunity: = 50 * 500,000 = 25,000,000
Reduced Lost Opportunity: = (IR1 * Lost Opportunity1) + (IR2 * Lost Opportunity2) + (IR3 * Lost
Opportunity3)
Reduced Lost Opportunity: = (60 * 10,000) + (30 * 20,000) + (5 * 500,000) = 600,000 + 6,000,000 +
2,500,000 = 3,700,000

Critical Infrastructure Impact Per Incident
Critical Infrastructure Impact1: = number of days * lost opportunity cost/day for incidents successfully
resisted = 0 * 1,000,000 = 0
Critical Infrastructure Impact2: = number of days * lost opportunity cost/day for incidents successfully
recognized = 0 * 1,000,000 = 0
Critical Infrastructure Impact3: = number of days * lost opportunity cost/day for incidents successfully
survived = 5 * 1,000,000 = 5,000,000
Total Critical Infrastructure Impact: = (IR1 * Critical Infrastructure Impact1) + (IR2 * Critical Infrastructure
Impact2) + (IR3 * Critical Infrastructure Impact3)
Total Critical Infrastructure Impact: = (60 * 0) + (30 * 0) + (5* 5,000,000):= 25,000,000
Full Critical Infrastructure: = (IN1 * Critical Infrastructure Impact1) + (IN2 * Critical Infrastructure
Impact2) + (IN3 * Critical Infrastructure Impact3)
Full Critical Infrastructure: = (60 * 0) + (30 * 0) + (50 * 5,000,000) = 2,500,000,000
Reduced Critical Infrastructure: = (IR1 * Critical Infrastructure Impact1) + (IR2 * Critical Infrastructure
Impact2) + (IR3 * Critical Infrastructure Impact3)
Reduced Critical Infrastructure: = (60 * 0) + (30 * 0) + (5 * 5,000,000) = 25,000,000
Savings: = (Full Cost Incurred)
Cost: = (Total Preparation + Cost with Avoidance)
Savings: = (Full Cost Incurred) = 287,512,500
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Cost: = (Total Preparation + Cost with Avoidance) = 950,000 + 30,851,250 = 31,801,250
ROI: = Savings/Cost
ROI: = 287,512,500/31,801,250
ROI: = 9.0409182029
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